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Introduction

Last year, we published the first edition of our annual penetration testing statistics report 
based on the data from all web application pentests performed by our ethical hacking 
team in 2020.

This year, for our second edition, we have chosen to focus on Application Programming 
Interfaces (commonly known as APIs).

What are APIs? 

An API, or Application Programming Interface, decouples the business logic 
from the user interface and provides services to client applications that use them 
without knowing the details of their implementation.

Nowadays, during our engagements, we mainly encounter REST APIs 
communicating JSON objects.

Why focus on APIs? 

The decision to focus on APIs is due to the exponential implementation of APIs in the 
digital world. 

APIs (Application Programming Interfaces) are ubiquitous and used to interconnect all 
our web applications. Without APIs, applications cannot communicate, and we would 
simply not be able to use the majority of the current cloud and web applications. 

Therefore APIs, simultaneously, also increasingly become a potential new attack vector 
for threat actors to exploit. APIs, if not properly tested and secured, may become the new 
weakest link in your digital environment.

What is the basis for our analysis? 

To create our report, we have selected a representative 
sample of projects performed by our ethical hacking 
team in 2021. 

With the information collected during the pentests, 
our ethical team is able to analyse the results and 
determine key trends  to consider. 

Furthermore, we are able to provide 
recommendations for Swiss and European 
companies to improve their cyber security. 
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Introduction

CISO / CxO Developer Product Manager

Get an overview of 
the different risks 
and understand 

the importance of 
budgeting a pentest in 

your strategy. 

Best practices will 
enable you to avoid 
some of the most 

common vulnerabilities.

Get insights into the 
current landscape as 

well as input to create 
a strong cyber security 

program from the 
beginning. 

Who is this report addressed to?

As with the previous edition, our report addresses a wide range of profiles within any 
organisation.

What is the value of this report?

As well as providing you with invaluable insights relating to APIs and their vulnerabilities, 
this report provides key recommendations from both our Security Operations Centre 
(SOC) team and our Secure Development team to improve your security posture. 

By coming at the problem from these two very different angles, we are able to share 
advice not only on some of the main vulnerabilities but also on steps that can be taken 
early on in the development lifecycle in order to avoid these issues at later stages. 
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Methodology

Our pentesting methodology

The overall principles and processes to perform pentests remain the same overall. We 
continue to base ourselves on known standards and best practices such as OWASP and 
NIST to perform our pentests. These methods provide us with a clear outline of what to 
test and when. 

In addition to these standards, as opposed to many other pentesters, our ethical hacking 
team has added an additional layer, not considered by traditional methods: context. 

In that regards our penetration reports 
consider the CVSS as a baseline to properly 
assess the risk level of the vulnerabilities 
identified, in which we add our contextual 
view. As such, it provides all stakeholders with 
a common and standard understanding of 
the actual risk level. 

With years of experience performing 
pentests, we have discovered that context is 
key to defining the risk level of a vulnerability. 
Our pentesters therefore consider contextual 
factors such as the likelihood of discovery 
and exploitation by an attacker as well as the 
potential impact if it were to be exploited.

Secondly, we consider vulnerability chains. 
Although isolated, a single flaw may not be a 
serious threat, combined with other issues, 
it can become a major problem. 

In these ways, our methodology differs from 
the common standards. 

How do we define the scope of a 
pentest? 

Before the actual execution of the pentest, 
we organise a discovery meeting during 
which we attempt to gain a clearer overview 
of the potential workload. To do so, we ask 
the application owner to answer a series of 
questions to help us better understand the time 
and resources needed to complete the test. 

These questions also allow us to understand 
the application and the different interactions 
involved. If the interactions are done via API 
calls, we try to determine the range of possible 
operations and the criticality of some endpoints. 
We calculate the time and resources needed 
depending on the number of endpoints and 
the complexity of such endpoints.

By including this pre-project assessment, we 
strive to meet our customer’s business objective 
with a tailored mission. 

Our report methodology

To align with industry standards and for clarity, our report is based upon the OWASP Top 
10 and OWASP API Top 10 vulnerabilities.

Before diving into the analysis of our results, it is important to note that a new OWASP 
mapping was released in 2021 reclassifying the top 10 most common vulnerabilities. 

With each new release, the categories are redefined and, in some cases, vulnerabilities 
that were listed as a category in one edition can become part of a larger category in 
the following release. E.g., ‘XML external entities (XXE)’ and ‘Security Misconfiguration’ 
were two separate categories in the 2017 release and are now part of a single ‘Security 
Misconfiguration’ category in 2021.
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Here you can see all of the category changes made in the latest release (2021).

Methodology

Alongside the OWASP Top 10, we are also using the OWASP API Top 10 (2019). This additional 
classification is specifically for APIs as they are currently used by many applications. 

APIs have existed for some times, but as their usage is growing exponentially, the number 
of vulnerabilities found on those APIs is also growing.

As we can see in the comparison table, APIs and Web Applications do not have drastically 
different security principles. Indeed, 6 of the API top 10 items have a corresponding item 
in the OWASP top 10. 

The main difference between the applications that use APIs and those that don’t is that 
APIs provides direct access to the endpoints to the users. They can manipulate and access 
data more easily. As this represents a major change, with new critical vulnerabilities, API 
security is considered as a category of its own.
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Common Vulnerabilities

The Top 10 most detected vulnerabilities discovered during our pentests, according to 
OWASP are as follows: 

Here is how it compares to last year’s Top 10 most detected vulnerabilities: 

We can firstly see that the top 2 categories remain the same although the 2nd one has 
been renamed. In first place, we still find ‘Security Misconfigurations’, and in second place 
‘Identification and Authentication Failures’ previously called ‘Broken Authentication’.

In comparison with last year’s data, we can see that ‘Injections’ has dropped to 5th place 
whereas ‘Broken Access Control’ is now the 3rd most common type of vulnerability as 
opposed to 4th last year. 
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API Top 10 Categories1

Endpoints’ responses should match their original purpose and should not 
contain more data than expected, especially when handling sensitive data such 
as Personal Identifiable Information (name, address, phone number, etc.). 

The risk when an API does not restrict the number of requests received from a 
client in a defined timeframe, the client can make thousands or even more API 
request per second or request thousands of data records at once to temporarily 
saturate the service. 

Similarly, to the web applications, authorization controls must be applied 
everywhere to prevent unauthorized access to a resource or function. Denial 
by default (principle of “least privilege”) should be used by default so no access 
point is forgotten.

In some cases, the application accepts that the user can modify a resource, 
but only a restricted set of attributes of this resource should be accepted to be 
modified. However, that verification is not always performed, and some critical 
attributes may be changed. The risk with this type of vulnerability is for example 
the modification of the user role attribute to obtain the administrator role.

This concerns the possibility of having untrusted data interpreted to execute 
scripts, code, or commands on the server side. The basic rule of thumb to avoid 
this category of vulnerability is to never trust user input and to always validate 
the data received before executing a command or query.

API lifecycle management can make an endpoint obsolete for some reasons. 
However, these endpoints are not automatically removed and are still active. 
Since not used anymore, these endpoints might not receive the latest security 
features. Therefore, keeping an up-to-date inventory is important to avoid any 
risk, or at least to be able to identify and monitor older endpoints. Obsolete or 
debugging endpoints are usually the preferred target of attackers as they often 
allow data leak.

As with standard applications, the ability to detect any breach/attack is becoming 
increasingly important. It is highly recommended to have monitoring tools and 
detailed logs in order to be able to respond quickly to an incident or an attack.

Excessive Data 
Exposure

Lack of Resources 
and Rate Limiting

Broken 
Function Level 
Authorization

Mass 
Assignment

Injection

Improper Assets 
Management

Insufficient 
Logging and 
Monitoring

Before deep-diving into the Top 3 most common API vulnerabilities, let’s define the 7 
remaining OWASP Top 10 categories. 

In this edition, we will analyse our top 3 found vulnerability categories which are similar for 
API and Applications. Together, they represent more than 50% of all detected vulnerabilities.
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Security Misconfigurations
OWASP security misconfiguration refers to misconfigured or otherwise insecure 
security controls. OWASP security misconfiguration refers to misconfigured or 
otherwise insecure security controls.

The cause of this vulnerability is often one of the following issues: 
• A lack of security hardening
• Cloud service permissions wrongly configured
• Allowing or installing unnecessary features such as accounts, pages, ports, 

privileges, or services
• Enabling default passwords or accounts or otherwise using them unchanged
• Including sensitive data such as stack traces in error messages displayed to users
• Updated but wrongly implemented or disabled security features
• Insecure values in the security settings for the framework, server, libraries, or 

databases
• Unsent or security headers or directives or settings on insecure values
• Out of date software

Already #1 last year, ‘Security Misconfigurations’ continue to represent a significant 
percent of all issues discovered during pentests. 

In fact, almost 1/4 of all detected vulnerabilities are security misconfigurations.
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Security Misconfigurations

Compared to last year’s findings, we can see that the top 3 most common misconfigurations 
have changed and ‘Insecure Cookie Handling’ is no longer in second position. Instead, 
‘Application Server Version Revealed’ has entered the top 3 in second place.

Insecure cookie handling has dropped significantly, most likely due to the use of 
frameworks which handle cookies in a more secure manner than before. It has been 
overtaken by application server revealed where the server or the application leaks its type 
and version. 

This information can then be used by attackers to quickly find and target vulnerable 
servers when a vulnerability is disclosed. 

As an example, in the following screenshot Jetty version 9.4.29 is shown in the server’s 
response header. This is not a vulnerability but rather a weakness. 

However, such weaknesses could reveal vulnerabilities on the server. Jetty 9.4.29 contains 
vulnerabilities, for example CVE-2019-17638 (https://www.cvedetails.com/cve/CVE-2019-
17638/).
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Identification and Authentication 
Failures - Broken User Authentication
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These vulnerabilities were formerly called “Broken Authentication.” OWASP broken 
authentication and session management flaws can arise under several circumstances for 
an application:

• Brute force attacks are allowed by the application
• No protection from credential stuffing and other automated attacks
• Ineffective or weak forgotten password and credential recovery procedures
• Default, well-known, or weak passwords accepted by the app
• No or ineffective multi-factor authentication (MFA)
• Password data stores are plain text or weakly hashed
• Sessions identified after login are reused
• Sessions identified in URL are exposed
• Failure to properly invalidate authentication tokens and user sessions when 

inactive and during logout

Compared to last year, we can see a big change in the Top 3 and a significant increase in 
the category of ‘Account Takeover’. 
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Broken Access Control - Broken 
Object Level Authorization
Access control refers to permission levels for authenticated users and enforcing related 
restrictions on actions outside those levels. 

When there is a failure to enforce those restrictions correctly, broken access control occurs, 
potentially allowing unauthorized access to sensitive information, and possibly causing its 
destruction, modification, or loss.

Broken Access control in the OWASP Application Top 10 and Broken Object Level 
Authorization in the OWASP API Top 10 both take first place in their respective Top 10 list. 

It is also the 3rd most common vulnerability found in all of the pentests performed by 
our ethical hacking team in 2021, we want to take a closer look at this vulnerability and 
determine exactly what it represents, why it is on the rise and what can be done to reduce 
the risk. 

How to explain this change?
1. The use of APIs is becoming more widespread and the implementation 

of access rights by route/endpoint can quickly lead to data leaks if the 
authorization is not well thought out or implemented.

2. The use of OpenID Connect is becoming more widespread, and the scope 
assigned to JWT tokens authorizing or not access to resources provided by 
the APIs is sometimes poorly configured and too broad.

3. The tested applications offer increasingly complex and granular management 
of access rights according to user profiles.

4. Applications are less and less monolithic. They are now composed of 
multiple microservices that, depending on the case, implement their own 
authorization management.

5. Modern frameworks now protect against injection vulnerabilities such as 
SQL or JavaScript (XSS) injections by default, which means that developers 
often have to explicitly use risky methods and ignore the warnings provided 
in the documentation to produce code vulnerable to these types of injections.

This explains a clear decrease in the presence of injection vulnerabilities in modern 
applications as well as a sharp increase in broken access control flaws. 
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Broken Access Control - Broken 
Object Level Authorization
We have compiled for you some examples of authorization problems encountered during 
our pentests:

IDOR

Insecure direct object references (IDOR) are a type of access control vulnerability. It occurs 
when the application relies on user input to directly access its objects or functionalities. 
The IDOR is generally easy to discover and extremely easy to exploit.

Here is a request to retrieve a document from a server by using the dedicated API endpoint. 
In this request it is possible to observe that a number is used in the last part of the URL. It 
is easy to understand that this number matches a file identifier and also easy to modify it 
in the URL directly. If access controls on that API endpoint are not set up correctly, the user 
will have access to other documents on the server by changing the file identifier value.

The same problem can be observed in the case of POST request. Here, the detection and 
modification must generally be done via a proxy. However, the detection and exploitation 
are still very simple. 

Here is a POST request to retrieve reimbursement information from a server. It is easy to 
identify that the body contains the reference variable with a value of 111. 

It is therefore extremely easy for a malicious user to modify the value of the reference 
variable. In case the access control system is not set up correctly, the user will have access 
to other reimbursement Information.
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Broken Access Control - Broken 
Object Level Authorization

403 BYPASS

When a user tries to access a resource that they are not supposed to have access to, the 
server may respond with a 401 (unauthorized) or 403 (forbidden) http code. 

This kind of error code usually indicates that the resource or functionality exists but is not 
accessible to the current user. 

Nevertheless, it is sometimes possible to bypass this security. To do so, multiple methods 
exist, such as:

• Fuzzing the HTTP headers
◊ Tamper Host header
◊ Modify user agent
◊ Make the request looks like it came from 127.0.0.1 or an internal server.

• HTTP request smuggling / hop-by-hop headers
• Path Fuzzing
• URL modification or Unicode bypass
• API version change (see example below)
• JSON tampering

As an example, let’s dive in one of the items listed above. 

Sometimes, applications include the API version in the URL. In the version 2 of the API 
below, access rights have been correctly implemented to protect unauthorized access to 
files from other users.

However, an older version of the API not fully protected for unauthorized access could still 
be present on the server. 

In the example below, by changing the version from v2 to v1, it is possible to retrieve the 
file content.
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Broken Access Control - Broken 
Object Level Authorization

MASS ASSIGNMENT

When working with API, it is sometime possible to guess or discover hidden object 
structures or parameters. 

In some case, the backend does not verify the object sent by the client and assigns all the 
value found in the request to the corresponding parameter on the server. 

As an example, the following request tries to register an email address on a service. One 
could observe that the server response leaks some data about the internal representation 
of the object. Indeed, the email_verified parameter can be found.

One could simply send this value along when registering and thus directly set the newly 
registered account as verified. As seen in the following request:

What can you do during the development lifecycle to avoid broken 
access control vulnerabilities? 

In order to avoid broken access control / broken object level authorisation issues, there are 
some key measures that can be taken:

1. Schedule peer code reviews in your development process lifecycle 
2. Integrate an external secure code review at key points during the process
3. Plan regular external pentests at key stages in the lifecycle
4. Include SAST tools usage in your build pipeline
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Risk Levels

An important part of a pentest is assigning risk levels to each detected vulnerability. This 
provides not only a clear overview of the risks but also allows customers to quickly identify 
priorities to fix these issues. 

As a reminder, here is the risk categorization we use when defining a vulnerability’s risk 
level :

Critical

Open issue 
leading to 

a direct 
threat

High

Open issue 
highly 

exploitable

Medium

Open 
issue with 
significant 

risk 

Low

Open 
issue with 
minimal 

risk

Negligible

Open issue 
with zero 

risk

An important part of a pentest is assigning risk levels to each detected vulnerability. This 
provides not only 2/3 of all vulnerabilities are of medium risk or lower which remains similar 
to last year’s data. However, we can see an increase in the number of critical vulnerabilities 
from 4 to 10%. 

A lot of critical issues detected concern access controls (access to documents, data, 
functionalities that a user shouldn’t have access to). Often, these vulnerabilities are not 
isolated cases and represent a more systemic problem throughout the application which 
leads to a high to critical risk level. 

The most common type of vulnerability with a medium risk level is ‘security misconfiguration’ 
with frequent issues including missing security headers, default error pages and other 
server configuration issues. This is most likely due to the risks being underestimated by 
developers/sysadmins as these are often weaknesses and not exploitable vulnerabilities 
like injection flaws for example. 

By the same logic, we can determine that high and critical issues represent more than 1/3 
of all detected issues. These are the issues that need to be resolved first as they are the 
ones that are most likely to be exploited by malicious actors. 
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After Retesting

After the initial pentest is finished and the customer has received the report, including an 
action plan to resolve existing issues, we can schedule a second pentest. 

Why perform a retest? 

This pentest will cover the exact same scope as the first one and is used to determine 
if the detected vulnerabilities have been fixed and if no new ones have appeared in the 
meantime. 

As well as being able to check if the issues are resolved, a retest also allows us to ensure 
the vulnerability has been fixed the right way. Developers may use a wrong approach to 
fix the issue and the vulnerability could then still be exploited by hackers. 

In the case of a partially resolved vulnerability, we will list the elements that are still 
unresolved and/or provide advice to properly address the issue. 

Furthermore, in the chart below, we can see that our customers rely on our recommendations 
to first solve the critical and high-risk vulnerabilities, thereby significantly reducing their 
exposure. Often medium to negligible risk vulnerabilities are not priority actions as they 
represent a smaller risk and can be taken care of later down the line. 

As we can see in the chart, more than 50% of all 
issues are solved or at least partially solved by the 
time we perform the retest. 

What do we mean by partially solved? As a general 
rule, a vulnerability classified as partially solved is 
either:

• When several issues have been grouped together 
in the original report and only some of them have 
been resolved

• When an attempt to fix the issue has been made 
but is not sufficient to fully resolve the problem. 

Why are some issues left 
unsolved? 

Organisations rarely have the resources to 
remediate all discovered issues and therefore 
need to identify which ones need to be 
resolved and which ones are low priority. 

By accepting to leave some issues unresolved, 
companies are accepting the risk associated 
with this decision. This is referred to as a 
business’ risk appetite.
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Recommendations

To strengthen your APIs and security posture, our ethical hacking and secure 
development teams are sharing some important advice. 

Although penetration tests are a useful tool to identify vulnerabilities in an API or web 
application, they are usually performed late in the development lifecycle. It is therefore 
important to consider other solutions to bolster your security:

• Defining security requirements in the early phases of development
• Threat modelling to anticipate the threats to your software
• Peer code reviews during the whole development lifecycle
• Internal and external security code reviews at regular intervals
• Internal and external pen test at regular intervals
• Up-to-date security coding guidelines based on OWASP’s practices
• Effective quality assurance techniques such as SAST and DAST tools in your build 

pipeline

A pentest should not be performed as a one-off action. It should be done regularly, as 
pentesting as a service has many benefits:

• New features can be tested before deployment in production. 
• This allows the costs of testing to be spread over the duration of the development.
• Increases the collaboration between testers and developers.
• Can increase the testers’ knowledges about the product, which is very important 

to discover logical flaws.

A pentest is not a standalone service and should be integrated into a much wider cyber 
security strategy covering the entire development lifecycle. Why? 

• Pentests can detect vulnerabilities in a web application, but they can’t replace a 
360 approach to cyber security

• It doesn’t train your developers. They can fix vulnerabilities without understanding 
the details, the real impact and the implications. So, they are more likely repeat 
the same mistakes over and over again. 

• It’s not enough to protect the various parts of your online footprint. Web 
Application Firewalls (WAFs), API gateways and API security platforms are 
additional security tools that are considered essential components of the API-
protection stack.

• It doesn’t help to detect and respond immediately to an attack like a Managed 
Detection & Response (MDR) and Cyber Security Incident Response Team (CSIRT) 
solutions would do.

As can be seen in the chart below, the penetration test is performed very late in the 
application development lifecycle and should be part of a series of measures to improve 
the security. 
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Why EYRApproach?

About our SOC

Our ethical hacking team is part of our Security Operations Centre (SOC) team. Our SOC’s 
mission is to protect businesses by providing detection capabilities to identify and alert 
in case of incoming cyber threats and respond to them in order to limit the impact of a 
cyber security incident.

Our SOC: 
• Is operated by our Purple Team: certified ethical hackers, SOC analysts, threat 

hunters and incident handlers, who combine both offensive and defensive 
capabilities.

• Relies on sovereign and highly automated technology: trusted sovereign 
solutions that enable us to stay focused on high-value activities. 

• Works as an extension of our client capabilities: seamless adaptation to the 
culture, context and existing infrastructure of our clients. 

  Find out more about our SOC

About EYRApproach

EYRApproach is a pure-play cyber security and privacy firm. 

For more than 20 years, we have been building trust in the cyberspace and helping our 
clients deal with cyber-attacks, incidents and breaches. 

We offer 360-degree solutions to improve your cyber resilience: anticipate, prevent, 
protect, detect, respond and recover. 

We provide tailored and local services matching your needs: consulting and audit services, 
training and awareness, security technology implementation and development services, 
and outsourced Managed Security Services thanks to our own Security Operations 
Centre (SOC). 

EYRApproach is a scaleup company with a team of a hundred people spread across 
several sites in Belgium and Switzerland. Our company is ISO 27001 certified and ISO27701 
verified. EYRApproach has received the label: Cybersecurity Made in Europe ™.

  www.eyra-group.ch
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